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 要  旨 
マルウェアによる脅威が多く発見されており，それに対する対抗策として，アンチウイルスソフト
ウェア等のセキュリティシステムによって OS のセキュリティを高める手法が一般的となっている．
しかし，セキュリティシステム自体を無効化するマルウェアも存在し，OS 上での対策は限界がある．
この問題を解決方法として，仮想マシンモニタ (VMM) を用いてセキュリティ処理を施す方法が存在
する． 
VMM を用いてセキュリティ処理を施す方法では，仮想マシン (VM) 上で OS を動かし，VMM 
層で OS の挙動を解析して OS のセキュリティを高める．この方法を用いたシステムは，元々は OS 
のセキュリティを高めるために作られた一般ユーザが対象のシステムであったが，VM 上でマルウェ
アと思われるプログラムを実際に動かし，その挙動を監視する VM 上でのマルウェアの動的解析に
使用するというマルウェア解析者が対象のシステムにも応用でき，研究されている． 
マルウェアの動的解析に利用する場合，実環境とはかけ離れた環境の場合に動作を止めるマルウェ
アも存在するため，マルウェアの動的解析に用いる VMM はより実環境に近い環境であることが望
ましい．より実環境に近い環境を提供する VMMとしては，BitVisor がある．BitVisor は実環境に
近い環境を提供しつつ，デバイスへの I/O を監視できる機能をもつ．しかし，BitVisor はマルウェ
アの動的解析をするのに相応しい環境を提供しているが，マルウェアによって壊された環境を元の状
態に戻す機能は提供していない． 
そこで本研究では，BitVisor に対して OS の状態をチェックポイントとして保存，復元できる機
能を提案する．チェックポイントとして保存，復元するものはディスク内にあるデータであるディス
クデータとメモリ上にあるデータであるメモリデータである．また，OS の状態の保存，復元の適切
なタイミングは，使用するユーザが一番知っていると考え，OS の状態の保存，復元のトリガーは，
任意のタイミングで OS のユーザレベルから引くことができるといった手法を用いる． 
我々はこの機能を BitVisor に実装してベンチマークによる実行時間のオーバヘッドを測定，評価
し，提案システム導入後のオーバヘッドが実用に耐えられるレベルであることを確認した． 
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d9cf8000-da415fff, reserved fed1c000-fed1ffff, reserved
da416000-da695fff, ACPI NVS fee00000-fee00fff, reserved
da696000-da69afff, ACPI data ff000000-ffffffff, reserved
da69b000-da6ddfff, ACPI NVS 
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void change_dst(struct ahci_port *port, int cmdhdr_index, int rw) {
union cmdfis *cfis;
if(ret_another_dst_flag()) {
u64 lba = port->my[cmdhdr_index].dmabuf_lba;
u64 count = port->my[cmdhdr_index].dmabuf_nsec;
lba = rw ? pre_write(lba, count) : pre_read(lba, count);
port->my[cmdhdr_index].dmabuf_lba = lba;
cfis = &port->my[cmdhdr_index].cmdtbl->cfis;
cfis->fis_0x27.sector_number = (lba >> 0) & 0xff;
cfis->fis_0x27.cyl_low = (lba >> 8) & 0xff;
cfis->fis_0x27.cyl_high = (lba >> 16) & 0xff;
cfis->fis_0x27.sector_number_exp = (lba >> 24) & 0xff;
cfis->fis_0x27.cyl_low_exp = (lba >> 32) & 0xff;
cfis->fis_0x27.cyl_high_exp = (lba >> 40) & 0xff;
}
} 
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???????????????????????????????? OS???????
???????????????????????????????????????
???
 CPU: Intel Core i3-21200 3.3 GHz
 Memory: 8 GB
 HDD: Seagate ST500DM002-1BD14 500 GB
 Chipset: Intel 7 Series/C210 Series Chipset
 VMM: BitVisor 1.3
 ??? OS: Ubuntu 13.04(32 bit), 3.8.0-32-generic
???????????????????????? BitVisor ?????????
??????????? 3 ???????????? Native???????????
BitVisor ??????? BitVisor?????????????? Our System ??
???????????????OS ????????????? I/O ???????
BitVisor????????????????????????????????????
???????????????????????? OS??????????????
??????????? Our System???????????BitVisor?Our System ?
???BitVisor???????????????Shadow Page Table????????
??? ON??????? VPN???? OFF????
???????????????????????????????????Bonnie++
[17]??? I/O???????UnixBench [18]???????????????BitVisor
1.3??????????? BitVisor 1.3???????????? 3????????
?????????????????????????????
 Bonnie++??? I/O??????: Bonnie++ version 1.97
 Unixbench??????????????: Unixbench version 5.1.3
 BitVisor 1.3???????????: gcc version 4.7.3
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5.3 Bonnie++??? I/O??????
????????I/O????????? Bonnie++??????????????
? I/O?????????????????????????????????????
??????????????????Bonnie++??? I/O???????????
14????? 14???????????????????????????? Native?
100%??????????????????????????????????????
 Random Seeks: ???????????????????????
 Sequential Input Block: ?????????????????????????
??????
 Sequential Input Per Chr: ????????????????????????
????????
 Sequential Output Rewrite: ???????????????????????
????????
 Sequential Output Block: ????????????????????????
???????
 Sequential Output Per Chr: ???????????????????????
?????????
??????????????????????????????????????
??????????????????????? Our System ??????????
?????????????????????????? I/O????????????
?????????????????????Native?????? Our System???
????????????? BitVisor???????????????????????
???????????????????? BitVisor???????????????
????
???Sequential Output Rewrite?? 53%??????????????????
Our System??????????????????????????????????
????????????????????????????????????????
????????????????????????????????????????
????????????????????????????????????????
???????????????????????????????????? 53%?
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relative throughput [%]
Sequential Output
 Per Chr [K/sec]
Sequential Output
 Block [K/sec]
Sequential Output
 Rewrite [K/sec]
Sequential Input
 Per Chr [K/sec]
Sequential Input
 Block [K/sec]
Random Seeks
 [K/sec]
Native
BitVisor
Our System
? 14 Bonnie++??? I/O??????
??????????????????
5.4 UnixBench??????????????
????????????????? UnixBench????????????????
?????????????????????UnixBench??????????????
??????????????????? System Benchmarks Index Score ?? 1 ??
???????? 15????? 15????????????????????????
????????????????????????????? Index????????
?????????????????
 System Call Overhead: ??????????
 Shell Scripts (8 concurrent): ????????????? (8???)
 Shell Scripts (1 concurrent): ????????????? (????)
 Process Creation: ?????????
 Pipe-based Context Switching: pipe????????????????????
 Pipe Throughput: pipe?????
 File Copy 4096 bufsize 8000 maxblocks: ?????????? (???????
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? 1 System Benchmarks Index Score???
System Benchmarks Index Score
Native 3088.1
BitVisor 1924.8
Our System 2010.0
4096???)
 File Copy 256 bufsize 500 maxblocks: ?????????? (???????
256???)
 File Copy 1024 bufsize 2000 maxblocks: ?????????? (???????
1024???)
 Execl Throughput: execl ?????????
 Double-Precision Whetstone: ?????????????
 Dhrystone 2 using register variables: 2??????????????????
????
???System Benchmarks Index Score ??????????Our System ????
BitVisor ??????????????????Our System ? BitVisor ??? Our
System? Native???????????Our System? BitVisor?????????
????????????????????????????????????????
??? BitVisor?????????????????
????????????????Pipe Throughput? 64%???????????
??????? Our System???????????????????????????
?? Our System????????????Our System? BitVisor?????????
Our System ?????????????????????????????????
???
???????UnixBench ?????????????????????????
BitVisor ???????????????????????????????????
??????????????????????????????? BitVisor????
????????????????????
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BitVisor
Our System
? 15 UnixBench??????????????
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5.5 BitVisor 1.3???????????
????BitVisor 1.3 ??????????????? BitVisor 1.3 ???????
????????????????????????????????????????
?????????????? ON????? BitVisor 1.3????????????
???? 16???????????? OFF????? BitVisor 1.3????????
???????? 17????? 16?17? BitVisor 1.3??????????????
?????????????? 5?????????????????????????
? 2????
???? 16?17???????????????????????????????
??????????????????????????????????????? 2
20 21 22 23 24 25 26
elapsed time [s]
Our System
BitVisor
Native
1st time
2nd time
3rd time
4th time
5th time
? 16 ?????????? ON????? BitVisor 1.3???????????
? 2 ???????????? [sec]
?????????? ON? ?????????? OFF?
Native 23.69 63.69
BitVisor 24.51 64.98
Our System 23.94 64.84
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60 61 62 63 64 65 66
elapsed time [s]
Our System
BitVisor
Native
1st time
2nd time
3rd time
4th time
5th time
? 17 ?????????? OFF????? BitVisor 1.3???????????
????????????????????????????? ON?????OFF?
????????Our System???????? Native???????? 2?????
??????
???????????????????????????????????????
????????????????????????????????????????
????????????????????????????????????????
????????
27
6 ??
6.1 ??????????????
?????? ACPI ???????? Device Power States ???????????
???????????????????????????????????OS???
?????????????????????????????
????????????? OS????????????????? OS?????
???????? OS??????????????????????????????
????????????????????????????????????????
????????????????? OS?????????????????????
???????????????????????????????? OS??????
??????????????OS????????????????????????
????????????????????????????????????????
??????
6.2 ???????????
?????????OS????????????????????????????
???????? OS??????????????????????????????
????????????????????????????????????????
? OS?????????????????????????????????????
????????????????????????????????????????
??? OS?????????????????????OS????????????
????????????????? OS?????????????????????
????????????????????????????????????????
????????????????
???????????????????????????????????????
????????????????????????????????????????
??????????? LBA??????????????????????????
???????? OS??????????????????????????????
????????????????????????????????????????
????????????????????????????????????????
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???????????????????????????????????????
6.3 ???????????????????
??????????????????????? 1???????????????
????????? 1??????????????????????????????
???????????????????????????????????????
??????????????????????????
???????????????????????????????????????
????????????????????????????????????????
????????????????????????????????????????
???????????????????????????????????????
????????????????????????????????????????
????????????????????????????????????????
????????????????????????????????????????
???
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7 ????
7.1 ???????????????
????????????????OS????????? VMM?????BareBox
[19] ????BareBox ?????????????????????????????
?? OS???????????????????????BareBox? Xen?????
??????????????? OS?????? VM???? VM????????
OS????????????????????????????????????OS?
??????????????????????????????? OS???????
????????????????????????????????????BareBox
???????????????
???????????????????????????????????????
????????????????????????? Alcatraz [20]????Alcatraz
???????????????????????????????????????
???????????????????????????????????????
Alcatraz????????????????????????????????????
??????????????????????????????????Alcatraz ?
?????????????????????????????????????LBA?
??????????????????????????????LBA???????
????????????????????????????????????????
?????????????????Alcatraz???????????????
????????????????????????????????????????
OS???????????VMM?????VMware Workstation?KVM?Hyper-V
[21]???????? VMM????????????????????? OS????
?????????????????????? VMM?????? OS???????
????????????????????????????????????????
????????? OS?????????????????????????????
?????????????????????? OS????????????????
????????????????????????????????????????
??? VMM???????????????
BitVisor ??????VM ?? OS ??????????????????????
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???????? [22] ?????????????????????????????
????????????????????????????????????????
????????????????BitVisor ????? OS ????????????
?????????????????? OS????????????????????
????????????????????????????????????????
????????????????????????????????????????
?????????????????
?????????????????????????????????ZFS [23],
Btrfs[24]????ZFS?Btrfs???????????????????????????
????????????????????????????????????????
??????????????????ZFS?Btrfs?????????????????
?????????????????????????? OS????????????
?????????????????? OS????????? BitVisor??????
????????????????????? ZFS?Btrfs?????????????
????????????????????
7.2 ????????? VMM
????????????VMM?????Ether [25]?MAVMM [26]????Ether
????????????????????????????????????????
Xen????????????Xen?????????????Ether? VMM???
?????? OS?????? VM???? VM???????? OS???????
????????????????????????????????????????
????????????????????????????????????Ether?
???????????????????????????????? OS??????
??????????????????????? OS???????????????
???????????????????OS???????????????????
???????????????????????????????
MAVMM??????????????????? VMM????????????
???? BitVisor????????????????????????????????
??????????????MAVMM?????????????????????
????????????????????????????????????????
????????????????????????????????MAVMM???
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?????????????????????????????? OS????????
????????????????????????????????????????
OS??????????????????????????????????????
????????????
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8 ????
8.1 ???
??????BitVisor ???? OS ????????????????3 ?????
????????????????????????????????????????
?????I/O???????????????????? 53%??????????
???????????????????????????????????????
BitVisor????????????????????????????????????
?????????????????????
8.2 ?????
???????????? 3????????1?????????????????
????????????????OS??????????????????????
?????????2??????????????????????????????
????????????????????????????????????????
?????3??????????????????????????????????
????????????????????????????????????????
????????????????????????????????
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??
???????????????????????????????????????
?????????????????????????????????????????
?????????????????????2??????????????????
????????????????
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